Policy for Acceptable Use of College ICT Facilities

1

Introduction

1.1

In today’s digital world of social networking, interactive websites, online services and flexible collaboration
tools, learning institutions have an important role to play in helping educate and train people in the safe and
effective use of Information and Communications Technologies (ICT). Richmond and Hillcroft Adult and
Community College (RHACC) is committed to empowering our learners and staff, giving them the ICT
knowledge, skills and behaviours that will help them succeed in this new digital age.

1.2

This requires defining appropriate and legal use of the technologies and services made available to employees,
students and other authorised users. (Users)

2

Purpose

2.1

This policy provides a framework for the use of College ICT Facilities in a way which allows those resources to
be shared and minimises the risk of harm to staff, learners, the wider community and the College itself.

2.2

It should be interpreted such that it has the widest application so as to include new and developing
technologies and uses, which may not be explicitly referred to.

3

Scope

3.1

This policy applies to all users of RHACC’s ICT facilities. RHACC’s ICT facilities comprise:
3.1.1
3.1.2

3.2

Devices provided by the college, such as PCs, laptops, iPads and phones.
Networks provided by the College including the networks provided on campus, networks provided by
other parties such as eduroam and internet access provided using dongles or mobile phones provided
by the College.
3.1.3 Systems and applications provided by the College, such as Moodle, the student information system
REMS and Adobe Acrobat
3.1.4 Information and Communication Services provided the College, such as Microsoft Teams, other
Microsoft 365 services and Zoom.
3.1.5 Online services used by RHACC employees to conduct RHACC business.
This policy applies to all employees of the College, learners studying at the college and visitors using the
facilities such as the Learning Centre or public wifi. Employees are defined as all persons working at the College
or on our behalf in any capacity, including employees at all levels, officers, agency workers, seconded workers,
volunteers, interns, agents, contractors, external consultants, third-party representatives and business
partners, sponsors, or any other person associated with the College, wherever located.

3.3

In accessing RHACC’s ICT network or services or using devices to study or work on behalf of RHACC all users
will be deemed to have accepted the terms of this policy. This policy may be updated from time to time, in
order to comply with legal and College requirements.

3.4

The use of RHACC’s ICT facilities is subject to the JANET Acceptable Use policy1, and to the terms and conditions
of other suppliers and partners. Users should ensure that they are aware of these terms and abide by them
whenever using the relevant services.

4

General Principles
Any use of ICT facilities will generally be considered acceptable unless it:

4.1

Attempts, deliberately or otherwise, to subvert the security, integrity, availability or performance of College
ICT facilities or data.

4.2

Disrupts acceptable use by other users.

1

https://community.jisc.ac.uk/library/acceptable-use-policy
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4.3 Causes harm to others, with particular regard to our obligations to safeguard vulnerable members of the
RHACC community, and to provide a safe working and learning environment for all.
4.4

Affects personal data in a way which is contrary to the provisions of the Data Protection Act 2018 and
associated regulations and guidance.

4.5

Is otherwise illegal.

4.6

Is otherwise detrimental to the interests of the College, learners, staff or the wider community.

5

Unacceptable activities
This is a list of activities that are unacceptable for any user at any time. This list is not exhaustive:

5.1

Unauthorised use of another user’s logon credentials.

5.2

Disclosure of your own logon credentials to any other person.

5.3

Creation, transmission or other use of material which is:
5.3.1
5.3.2
5.3.3

5.4

indecent
obscene
discriminatory against someone based on any of the protected characteristics of the Equalities Act
2010 – age, disability, gender reassignment, marriage and civil partnership, pregnancy and maternity,
race, religion or belief, sex, sexual orientation.
5.3.4 hateful
5.3.5 violent
5.3.6 extremist2.
5.3.7 threatening
5.3.8 abusive
5.3.9 defamatory
5.3.10 harassment, bullying and/or victimisation.
Profit or gain-making activities not sanctioned by RHACC

5.5

Private or personal interests or business, where such use is excessive or unreasonable.

5.6

Compromising the security of our ICT facilities.

5.7

Seeking to gain unauthorised access to data.

5.8

Disrupting the work of other users or the correct functioning of the network.

5.9

Denying access to the network and its services to other users.

5.10

Wasting resources (e.g., people, capacity, computer, consumables).

5.11

Compromising the privacy of users or confidentiality of data.

5.12

Propagating unsolicited commercial or advertising material, chain or junk emails.

5.13

Customisation of IT equipment provided for shared use, such as in classrooms, unless specifically required for
a course.

5.14

Infringing copyright.

5.15

Creating or transmitting material with the intention to defraud.

5.16

Introducing computer viruses, Trojans or other malicious software.

5.17

Downloading, installing or removing software without authority.

2

As defined by the Preventing radicalisation policy
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5.18 Deliberately or recklessly corrupting or destroying another user’s data.
5.19

Any illegal activities

5.20

Using unlicenced software or services or using software or services in a way which contravenes their licences.

5.21

Installing any unauthorised software onto any College-owned device.

5.22

Introducing data-interception, password-detecting or similar software or devices to the network.

5.23

Seeking to gain unauthorised access to restricted areas of the network.

5.24

Accessing or trying to access data where the user knows or ought to know that they should have no access.

5.25

Carrying out any hacking activities; or

5.26

Introducing any form of malware, spyware, computer virus or other potentially malicious software.

6

Passwords

6.1

College employees and learners are issued with a username, password and email address to use to access
college services. These are unique to you and may not be shared with anyone else.

6.2

You must:
6.2.1
6.2.2

6.3

Reset passwords regularly, and at least every 90 days.
Ensure that your password is not obvious and is not one you use elsewhere. It should contain at least
20 characters and include 3 different words.
6.2.3 Not write your password down or save it in a password store such as a browser or spreadsheet.
6.2.4 You may include it in an approved password vault which requires multi-factor authentication.
Currently approved password vaults are Keeper and LastPass. Please contact IT Services if you wish to
use another.
6.2.5 Use Multi Factor Authentication where it is provided for a College ICT Facility.
Most College ICT Facilities which require a password use your main ‘domain’ password. If using a service which
requires a different password, users:
6.3.1
6.3.2
6.3.3

Must not repeat their main password.
Must use 20 characters where possible, or the maximum allowable otherwise.
Must either use 3 distinct words or, if that is not possible, a mix of CAPITALS, small letters, numbers
and symbols.

7

Internet

7.1

The Internet can be accessed at the College in the following ways:
7.1.1

7.2

7.3

For staff, learners and members of other academic communities visting RHACC, through the Joint
Academic Network (JANET). All staff and learners must adhere to the JANET Acceptable Use Policy:
https://community.ja.net/library/acceptable-use-policy
7.1.2 For visitors, partners and other members of the community through “The Cloud” network provided by
Sky. Users must agree and adhere to the following terms and conditions:
https://service.thecloud.net/service-platform/terms-and-conditions/
RHACC applies filters to limit access to websites that contain inappropriate, offensive or illegal content e.g.
obscene or pornographic, sexist, racist, terrorist, discriminatory or other offensive material. This is to protect
users from inadvertently carrying out an unacceptable activity.
If you consider that, for legitimate work or learning purposes, you need to undertake any activity that may be
misunderstood or considered an unacceptable activity you should:
7.3.1
7.3.2

Carefully consider whether your activity or research is appropriate.
Agree your activity with your manager or tutor before undertaking the activity.
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7.4

7.3.3 If agreed, apply to IT Services to have access restrictions removed
Employees may use the internet for reasonable personal use, this must be undertaken in a user’s own time,
normally before or after work or whilst on a break. Any such use must not interfere with individual work
responsibilities or affect the quality of service.

8

Email, Teams and other messaging services

8.1

When using College ICT facilities which include messaging services, such as email and MS Teams, users must
ensure that the language used is appropriate and in particular is not:
8.1.1
8.1.2
8.1.3
8.1.4

8.2

indecent
obscene
hateful
discriminatory against someone based on any of the protected characteristics of the Equalities Act
2010 – age, disability, gender reassignment, marriage and civil partnership, pregnancy and maternity,
race, religion or belief, sex, sexual orientation.
8.1.5 violent
8.1.6 extremist3.
8.1.7 threatening
8.1.8 abusive
8.1.9 defamatory
8.1.10 harassment, bullying and/or victimisation
Discussion of individuals in email and messaging services may create personal data which is subject to the
provisions of GDPR and the laws of libel. Messages may be discoverable in legal proceedings and through
subject access requests. Users must ensure that any discussion of individuals is accurate and appropriate.

8.3

The college will treat all messages sent, received or stored using College ICT Facilities as messages which relate
to the operation, business or academic activities of RHACC and neither staff nor learners should have any
expectation of privacy in any such messages.

8.4

While the College will take reasonable steps to avoid opening or viewing messages which are marked as
‘personal’, the College reserves the right to access, review, copy, process, delete or otherwise process any
messages sent, received or stored on College ICT Facilities and to disclose any such email messages (or
information contained in them) to any person outside RHACC where this is necessary for the reasonable
operation, business or academic activities of RHACC.

8.5

Employees must not use personal email accounts to conduct RHACC business, including contacting learners
and external contacts.

8.6

Users must be vigilant for spam and malicious messages and be aware of opening attachments and clicking
links, even if they appear to come from a recognised address. If you are in any doubt as to the safety of an
email you should contact the IT Helpdesk.

9

Employee use of personal devices

9.1

The college recognises, and is grateful for, the fact that staff have provided personal computing equipment to
continue to work from home while Covid restrictions have been in place. This policy will be enacted in full once
these restrictions are lifted. In the meantime, employees should follow them as best they can, and inform ITS
if they are unable to do so.

9.2

Full time employees working from home regularly may request a college laptop to use for all work
requirements.

3

As defined by the Preventing radicalisation policy
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9.3 Employees may use personal devices, such as laptops or smartphones to work from home or elsewhere
provided the device is:
9.3.1
9.3.2
9.3.3
9.3.4
9.3.5

9.4

Not shared with others, including other members of the employee’s household.
Protected by a password or PIN
Running a currently supported version of its operating system (Windows, MacOS, Android, iOS, Linux)
Up to date with all Windows or MacOS updates applied within 14 days of their release.
Running well-regarded anti-virus and malware protection software. For Windows machines, RHACC
accepts Windows Security as sufficient protection provided Virus and Threat Protection, Account
Protection and App & Browser control are all enabled and up to date.
9.3.6 Kept safely when not in use
9.3.7 Where possible, encrypted to protect data if the device is stolen. This is not easily done with Windows
Home devices, and some older versions of Windows. It may be possible for the college to upgrade
your Windows to allow encryption if you use it regularly for work purposes. Contact the IT Helpdesk
for assistance with this.
Employees who are unwilling, or unable, to comply with these conditions should only access email and
documents using web versions of Microsoft 365 tools and may not download any documents. They may not
access Remote Desktop Server.

9.5

ITS provide support for employees using personal devices for college work. Please note that they may not be
able to support software which has not been provided by the college.

9.6

Employees using personal equipment to work from home must ensure that they do not retain College files
locally. It is best to use MS OneDrive, or Teams and SharePoint to save files. Any files saved locally (eg in
Downloads for convenience of printing) must be removed daily.

10

Authorisation of online services, software and applications

10.1

Users may only use software on College devices where that software has been authorised by IT Services.

10.2

Employees using online services for College business which allow the uploading of learner or college data or
documents or carry out significant processing may only use services which have been authorised by IT Services.

10.3

Requests to use other services, software or applications, even if free, must be submitted to the Head of IT and
Digital Transformation for approval via your tutor or manager.

10.4

Approval will be granted if the service, software or application is:

10.5

10.4.1 Secure
10.4.2 Supported by the vendor or an active open-source community.
10.4.3 Complies with our Data Protection policy
10.4.4 Does not impose an unreasonable burden on IT Services for installation, maintenance and support.
10.4.5 Able to be licenced in a cost-effective manner
IT Services may provide advice on the suitability of the item for the need proposed and the potential use of
alternatives.

11

Monitoring

11.1

Automated scanning of all user’s external email and Internet access is undertaken as a control mechanism to
detect abuse or inappropriate language, prevent malicious code from entering the network, stop viruses and
to comply with JISC security requirements for the use of the JANET connection. Any monitoring will be carried
out in accordance with relevant legislation.

12

Breaches of this policy

12.1

Any breach of this policy may result in the immediate suspension of the users account and access to College
ICT Facilities while action is taken to investigate and repair any damage.
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12.2 Deliberate breaches of any of the provisions of this policy by any employee or learner will constitute
misconduct and RHACC may commence disciplinary proceedings.
12.3

Deliberate breaches of this policy that have serious or potentially serious adverse consequences for the
operation, business or academic activities or reputation of RHACC or the security and integrity of the ICT
Systems will constitute gross misconduct.
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